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Abstract—The autonomous vehicles will make ride sharing
popular, and necessary. However, ride sharing organization
requires the passengers to reveal sensitive information about their
trips, which causes a serious privacy issue. In this paper, we
propose a privacy-preserving ride sharing organization scheme
using the kNN encryption scheme, Bloom filter, and group
signature. Each user encrypts his trip’s data and sends an
encrypted ride-sharing request to a server that measures the
similarity between users trips’ to organize shared rides without
revealing sensitive information. Comparing to our proposal in [1],
this paper has three improvements. The proposed scheme is much
more efficient because the trip data is much shorter. It is also
more secure because each user has his own encryption key instead
of using one shared key for all users. It can prevent linking the
encryptions of the trip’s data sent at different times because users
frequently update their keys efficiently. Our privacy analysis
demonstrates that the proposed scheme can preserve users’
location privacy and trips’ data privacy. Our experimental results
on a real map demonstrate that the proposed scheme is much
more efficient than the existing schemes, especially for large cities.

Index Terms—Privacy preservation, search over encrypted
data, ride sharing, and autonomous vehicles.

I. INTRODUCTION

The automotive industry has made a great progress in bring-
ing automation to vehicle driving [2]. Autonomous Vehicles
(AVs) are equipped with various technologies to enable the
vehicles to autonomously drive themselves without human
involvement. For many people, AVs will not be an owned
product but an on-demand service. Such a service will be
efficient due to the elimination of human driver effort and
the expected high cost of owning AVs. Ride-sharing reduces
the cost of on-demand AV service by sharing the cost among
different passengers. It also reduces vehicles number in streets
by increasing vehicles’ occupancy which facilitates traffic and
reduces crashes. However, people need to reveal sensitive data
about their trips to search for a ride-sharing partner.

Existing schemes for privacy preservation such as [3]–
[6] can not be applied effectively in ride-sharing due to the
unique problem and requirements. In [7], Ota et al. proposed a
real-time, data-driven simulation framework that supports the
efficient analysis of taxi ride sharing which serves unplanned
trips. However, they did not consider privacy issues.

In this paper, we propose a privacy-preserving scheme to
organize shared rides in large cities. In the proposed scheme,
the city is divided into cells and each cell has a unique
identifier. Each user should represent his trip’s route using
the cells’ identifiers. A Bloom filter [8] is used to compactly
store the data and also create a binary vector that is needed
for the kNN similarity measurement technique over encrypted
data [9]. Then the encrypted binary vectors and a group

signature are sent to the server. The server can match the trip’s
data to organize shared rides without knowing any sensitive
information. When the server finds the secondary user who
can share the ride, it sends the user’s signature to the primary
user to trace the signature to the signer’s identity. Our scheme
considers different cases for ride sharing according to the
users’ constraints and requirements, such as the number of
secondary users to share rides with the primary user and the
drop-off location of the secondary user(s).

Comparing to our proposal in [1], which we call Com-
plete City Representation-based Scheme (CCRS), the proposed
scheme in this paper has several enhancements. CCRS is
not scalable as all the city cells should be represented in
the trip data, and thus as the city size increases as more
communication and computation overheads are needed. In
this scheme we represent only the routes’ cells. Moreover,
in CCRS all users share the same key. If an encryption of
a user is intercepted, other users can decrypt it and know
his location. In our scheme, each secondary user should use
his own key to encrypt his trip’s data. Finally, in CCRS, the
server can link the same requests of a secondary user sent
at different times. We prevent this linkability by updating the
users’ keys frequently in an efficient manner. Our analysis
demonstrate that the proposed scheme is efficient and can or-
ganize shared rides without disclosing private information. We
have implemented our scheme using Matlab and a real map.
Our experimental results demonstrate that the communication
and storage overheads are acceptable, and our scheme is much
more efficient than CCRS, especially in case of large cities.

The remainder of the paper is organized as follows. Network
and threat models are discussed in Section II. The proposed
scheme is presented in Section III. The privacy analysis is giv-
en in Section IV. The performance evaluations are discussed
in Section V. Finally, conclusions are drawn in Section VI.

II. NETWORK AND THREAT MODELS

The considered network model has three main entities:
primary user, secondary users, and trip organizing server. The
primary user owns or rents an AV and he is motivated to share
rides with secondary user(s) to reduce the cost of using the
AV. The primary and secondary users are members in a group
which can be for university students, neighborhood residents,
etc. The primary user uses a group signature scheme such as
[10] to compute and distribute the group signature’s private
keys to secondary users who use these keys to anonymously
authenticate themselves to the server. Since the primary user is
the group creator, he can trace the secondary users’ signatures
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Fig. 1: The exchanged messages in our scheme [1].

to find their identities. Users use a smartphone application to
report their trips’ data to the trip organizing server which is
a third party operated by a company known to all users. As
shown in Fig. 1, each secondary user receives a unique secret
key for kNN encryption from the primary user. The primary
and secondary users should compute an encrypted request that
has data about the trip’s start time, start location (pick-up), end
location (drop-off) and route. Then, they send the encrypted
data to the server which matches the encrypted data to find
the secondary user(s) who can share rides with the primary
user without revealing any sensitive data.

For the threat model, the server and users are considered
“honest-but-curious”. They follow the scheme and do not act
maliciously, but they are curious to learn private information
about users’ trips such as the pick-up/drop-off locations. Our
scheme should achieve trip data privacy and users’ anonymity.
Also the server should not learn any information if it stores
a lot of requests and offers and tries to link them to learn if
same request is repeated, same primary/secondary pair shares
same ride, or link different requests to the same user.

III. PROPOSED SCHEME

In this section, we first explain the considered ride-sharing
cases in our scheme and the Bloom filter concept. Then,
we explain how the primary and secondary users compute
their ride-sharing offers/requests. Finally, we illustrate the
operations done by the server to organize shared rides.

A. Ride-Sharing Cases

We consider the same ride-sharing cases as in CCRS. As
shown in Fig. 2, in all cases, the primary user chooses a pick-
up area surrounding his trip’s start location where he can pick-
up secondary users. If the secondary user’s start location lies
outside the pick-up area, ride sharing is impossible. For the
drop-off area, there are three possibilities as follows.

1) Matched Pick-up/Matched Drop-off (MP/MD)
As shown in Fig. 2(a), the destination of the secondary
user lies within the drop-off cell of the primary user.

2) Matched Pick-up/on-Route Drop-off (MP/RD)
As shown in Fig. 2(b), the destination of the secondary
user lies on the primary user’s route. Hence, the AV drops
the secondary user off, and then continues its main trip.

Primary Route

Secondary Route

(a) (b) (c)

Pick-up
Area

Start End

Drop-off
Area

AV drive itself back

Primary Drop-off

Fig. 2: Ride Sharing Cases.

3) Matched Pick-up/Extended Drop-off (MP/ED)
As shown in Fig. 2(c), primary user destination lies on the
secondary user’s route. Therefore, the AV first drops the
primary user off, then it continues to deliver the secondary
user, and finally it drives itself back to the primary user.

B. Bloom Filter

Bloom filter is a space-efficient probabilistic data structure
that reduces the overhead of searching a set of items [8]. A
Bloom filter building algorithm takes 𝑁 items and uses 𝑘-
independent hash functions to compute a bit vector of length
𝑚 that stores the items. The 𝑘 hash functions are defined by
𝐻𝑖 : {0, 1}∗ → 𝑛𝑖 where 1 ≤ 𝑖 ≤ 𝑘 and 1 ≤ 𝑛𝑖 ≤ 𝑚. Initially,
all the 𝑚 bits are set to 0. To add an item 𝐶 to the filter, 𝐶
is hashed using the 𝑘 hash functions and the bit locations in
the filter corresponding to the hash values are set to 1. The
algorithm must ensure that the 𝑘 hash values are distinct. For
example, If 𝐻1(𝐶) = 𝐻2(𝐶), a collision resolution method
such as linear probing is used to resolve this collision [11].

To check whether an item 𝐶 belongs to the set, a query
algorithm computes the 𝑘 hash values of 𝐶 to get 𝑘 locations
in the filter. If any bit at these locations is 0, 𝐶 is definitely not
in the set while if all the bits are 1s, 𝐶 belongs to the set with
high probability. It is possible that an item does not belong
to the set and the corresponding bit locations are set to 1s by
other items in the set which is called false positive. The false-
positive probability of a Bloom filter is (1−(1−1/𝑚)𝑘𝑁 )𝑘 [8].
Given the 𝑘 and 𝑁 , the Bloom filter size 𝑚 is chosen such
that the false positive probability is less than 0.01.

C. Location and Trip Data Representation

1) Location Representation: As shown in Fig. 3, the ride-
sharing area is divided into 80 cells where each cell has a
unique identifier (ID). Each user should represent his pick-
up, drop-off locations and route by a list of cell IDs. For
example, the figure shows a user’s route can be represented as
{𝐶7, 𝐶17, 𝐶27, 𝐶26, 𝐶25, 𝐶35, 𝐶45, 𝐶55}.

2) Primary User’s Offer: The primary user creates a ride-
sharing offer that has four encrypted vectors, called indices,
which are pick-up index 𝐼

(𝑝)
𝑃 , drop-off index 𝐼

(𝑑)
𝑃 , trip route

index 𝐼
(𝑟)
𝑃 , and pick-up time index 𝐼

(𝑡)
𝑃 .

For example, to generate 𝐼
(𝑟)
𝑃 , route cells are passed to

the Bloom filter building algorithm to generate a binary
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Fig. 3: Dividing a ride sharing area into cells

vector (𝐵𝑟) of size 𝑚. Then, 𝐵𝑟 is encrypted using the kNN
encryption scheme [9]. The key set of the primary user is
𝐾𝑝𝑟𝑖 = [𝑆,𝑀1𝑁1,𝑀1𝑁2,𝑀2𝑁3,𝑀2𝑁4], where 𝑆 is a binary
vector of size 𝑚, and (𝑀1,𝑀2, 𝑁1, 𝑁2, 𝑁3, 𝑁4) are 𝑚 × 𝑚
invertible matrices. This encryption is done as follows. The
primary user uses 𝑆 as splitting indicator to split the Bloom
filter (𝐵𝑟) into two random binary row vectors 𝑝′ and 𝑝′′ of
the same size as 𝐵𝑟. If the 𝑗𝑡ℎ bit of 𝑆 is 0, 𝑝′[𝑗] and 𝑝′′[𝑗]
are set similar to 𝐵𝑟[𝑗], while if it is 1, 𝑝′[𝑗] and 𝑝′′[𝑗] are set
to two random numbers such that their summation is equal to
𝐵𝑟[𝑗]. It should be noted that, every time the same vector is
split, the result is different due to the randomness in creating
𝑝′ and 𝑝′′. After splitting 𝐵𝑟, the encrypted index 𝐼

(𝑟)
𝑃 can

be computed as 𝐼
(𝑟)
𝑃 = (𝑝′𝑀1𝑁1, 𝑝

′𝑀1𝑁2, 𝑝
′′𝑀2𝑁3, 𝑝

′′𝑀2𝑁4)

where 𝐼
(𝑟)
𝑝 is a row vector of the size 4𝑚. Using the same

process, the indices 𝐼
(𝑝)
𝑃 , 𝐼(𝑑)𝑃 , can be computed by passing

the pick-up and drop-off cells to the algorithm respectively.
To generate the time index, we use a binary vector where

each bit represents a time slot of the day such that all the
bits’ values are 0s except the bit corresponding to the trip
start time. Then, this binary vector is encrypted to obtain 𝐼

(𝑡)
𝑃 .

Beside the indices, the primary user informs the server with
the maximum number of secondary users with whom he can
share rides. Moreover, the primary user can select some of
the preferred ride-sharing cases. For example, he might prefer
only MP/MD so that the AV never stops during the trip, or he
can select more than one ride-sharing case.

3) Secondary Users’ Requests: Each user should com-
pute a ride-sharing request that has the pick-up time index
𝐼
(𝑡)
𝑆 , the pick-up cell index 𝐼

(𝑝)
𝑆 , the drop-off cell index

𝐼
(𝑑)
𝑆 , and the route index 𝐼

(𝑟)
𝑆 . Each user has a unique key

set 𝐾𝑖 =
[
𝑆,𝑁−1

1 𝑀
′
𝑖 , 𝑁

−1
2 𝑀

′′
𝑖 , 𝑁−1

3 𝑀
′′′
𝑖 , 𝑁−1

4 𝑀
′′′′
𝑖

]
, where

𝑀
′
𝑖 ,𝑀

′′
𝑖 ,𝑀

′′′
𝑖 ,𝑀

′′′′
𝑖 are random matrices such that 𝑀

′
𝑖 +𝑀

′′
𝑖 =

𝑀−1
1 and 𝑀

′′′
𝑖 +𝑀

′′′′
𝑖 = 𝑀−1

2 .
For example, to compute the index 𝐼

(𝑟)
𝑆 , the route’s cells

are passed to the Bloom filter building algorithm to generate
a binary vector (𝑄). Then, 𝑆 is used to split 𝑄 into two
random binary column vectors 𝑞′ and 𝑞′′ of the same size
as 𝑄. If the 𝑗𝑡ℎ bit of 𝑆 is 1, 𝑞′[𝑗] and 𝑞′′[𝑗] are set
similar to 𝑄[𝑗], while if it is 0 𝑞′[𝑗] and 𝑞′′[𝑗] are set to
two random numbers such that their summation is equal to
𝑄[𝑗]. Finally, the encrypted index 𝐼

(𝑟)
𝑆 can be computed as

𝐼
(𝑟)
𝑆 = (𝑁−1

1 𝑀
′
𝑖 𝑞

′;𝑁−1
2 𝑀

′′
𝑖 𝑞

′;𝑁−1
3 𝑀

′′′
𝑖 𝑞′′;𝑁−1

4 𝑀
′′′′
𝑖 𝑞′′) and

𝐼
(𝑟)
𝑆 is a column vector of size 4𝑚. Beside these indices, each

secondary user should submit to the server a group signature.

D. Organizing Shared Rides

All secondary users’ requests are stored in a list called active
requests. When the server finds that a request can not match
the primary user’s offer, the request is deleted from the list
for efficient searching. We also assume that the primary user
requests to share rides with 𝑛 secondary users and he prefers
first MP/MD then MP/RD and finally MP/ED. When the server
finds a secondary user who matches the primary user, the
server appends his signature and the matched case into another
list called matched users’ list. Once the matched users’ list’s
size becomes 𝑛, the server stops searching and forwards this
list to the primary user. The following subsections explain the
matching process for each ride-sharing case.

1) Organizing MP/MD shared rides: The server first mea-
sures the similarity between the time indices by computing
a dot product operation between 𝐼

(𝑡)
𝑃 and 𝐼

(𝑡)
𝑆 . Based on the

kNN similarity measurement scheme [9], the dot product result
between two indices gives the number of common 1’s between
the binary vectors used to create these indices. Since only one
bit in the time vectors was set to 1, if the similarity result is
0, the primary and secondary users start their trips at different
times and ride sharing is impossible. Therefore, the server
removes this request from the active requests’ list and proceeds
to the next user. If the measured similarity is 1, the users start
their trips at the same time and the server proceeds to the pick-
up check by computing another dot product operation between
𝐼
(𝑝)
𝑃 and 𝐼

(𝑝)
𝑆 . Since the secondary pick-up location index 𝐼

(𝑝)
𝑆

represents only one cell, its Bloom filter contains only 𝑘 bits
set to 1. Therefore, if the measured similarity between 𝐼

(𝑝)
𝑃 and

𝐼
(𝑝)
𝑆 is less than 𝑘, they have different trip start locations and

ride sharing is impossible. The server removes this request
from the active requests’ list and proceeds to the next user.
If the measured pick-up similarity is exactly 𝑘, their start
locations are the same and the server proceeds to the drop-
off check. In the drop-off check, the server must ensure that
their destinations are the same. This can be done by measuring
the similarity between 𝐼

(𝑑)
𝑃 and 𝐼

(𝑑)
𝑆 . If the similarity is less

than 𝑘, the MP/MD ride sharing case is not possible and
the server proceeds to the next user while if the measured
similarity is exactly 𝑘, then MP/MD ride sharing is possible.
Consequently, the secondary user’s signature and the matched
ride-sharing case are added to the matched user’s list and the
server proceeds to the next user. If all users have been checked
for MP/MD and the matched users’ list size is less than 𝑛, the
server proceeds to check the next ride-sharing case. It should
be noted that the active users’ list now contains only requests
that matched the primary user in time and pick-up.

2) Organizing MP/RD shared rides: Since the active re-
quests’ list contains only requests that matched the primary
user in time and pick-up, the server only needs to check if
the secondary user’s destination cell lies around the primary
route or not by measuring the similarity between the primary
route index 𝐼

(𝑟)
𝑃 and the secondary user’s drop-off 𝐼(𝑑)𝑆 . If the



similarity is less than 𝑘, the MP/RD ride sharing case is not
possible and the server proceeds to the next user while if it
is exactly 𝑘, then MP/RD ride sharing is possible and the
secondary user’s signature and the matched ride-sharing case
are added to the matched user’s list.

3) Organizing MP/ED shared rides: Similar to the MP/RD
case, the server needs to perform only one check. In MP/ED
case, the server checks whether primary user’s destination lies
on the secondary’s route or not by measuring the similarity
between the secondary user’s route index 𝐼

(𝑟)
𝑆 and the primary

user’s destination cell 𝐼
(𝑑)
𝑃 . If the similarity is less than 𝑘,

MP/ED ride sharing case is not possible while if it is exactly
𝑘, then MP/ED ride sharing is possible and the secondary
user’s signature and the matched ride-sharing case are added
to the matched user’s list. Once the server finds the matched
secondary user(s), it forwards the matched users’ list to the
primary user so that he can trace signers’ identities.

IV. PRIVACY ANALYSIS

Trip data privacy. Using the kNN similarity measurement
technique, the server can compute the number of shared
cells in the primary and secondary users’ indices to organize
shared rides without learning the trip information, such as
the trip’s time, and start/end locations because it does not
have the primary key set that is necessary to decrypt the
requests. Moreover, unlike CCRS, a user can not know the
trip information of other users in the same group because in
CCRS all the users share the same key while in our scheme
each user has his own key and the decryption of users’ indices
can be done only by the primary key set.

Identity anonymity and anonymous authentication. by using
group signatures, the server can learn that a received ride-
sharing request is coming from a legitimate group member
without learning the identity of the user.

Linkability Prevention. The encryption and request-signing
processes include the following features. First, the one-time
random numbers used to compute the group signatures will
make all the signatures look different even if they are gen-
erated by the same user. Second, encrypted requests of the
same trip look different because the random numbers used to
encrypt the requests make them look different even if they
have the same trip data. Third, the keys used for encryption
are modified every short time interval. For example, the
primary and secondary users can share a set of numbers
such that the primary user changes a part from his key from
𝑀1𝑁1 to 𝑀1(𝑁1/𝑎) and all the secondary users modifies the
corresponding part from (𝑁−1

1 𝑀 ′
𝑖) to (𝑎𝑁−1

1 𝑀 ′
𝑖). Therefore,

if the server tries to match new requests to old offers, they
can not be matched. Modifying keys does not affect the kNN
similarity measurement results of the vectors encrypted during
the same interval while the matching technique does not give
the correct result when matching an offer sent in an interval
to a request sent in another interval because of using different
keys. These features can prevent the server from doing the
following linkability cases.

∙ Requests-Users unlinkability. Given different ride sharing
requests sent from one user at different occasions, the
server can not learn if these requests are sent from the
same user or not. This is because the signatures associated
with the requests look different.

∙ Primary-secondary users pair unlinkability. If a pair of
primary and secondary users share a ride, the server can
not identify the same pair when they share future rides.

∙ Same request unlinkability. The server cannot link the ride
sharing offers/requests of the same trip at different times.

V. PERFORMANCE EVALUATIONS

A. Performance Metrics and Experiment Setup

Three performance metrics are used for comparison and
assessment of our scheme and CCRS.
1) Search time. The time needed by the server to organize

shared rides.
2) Computation overhead. The time needed by the prima-

ry/secondary users and the server to run our scheme.
3) Communication overhead. The amount of data transmitted

during the communication between users and the server.
We implemented our scheme and CCRS using MATLAB

and conducted experiments on a server with an Intel Core i7-
4765T Processor @ 2.0 GHZ and 8.00 GB RAM. We used
a real map for the city of Nashville, TN, USA by using
OpenStreetMap project [12], and random routes for 450 users
have been created by SUMO program [13]. The ride-sharing
area is 75.5 km × 33 km, and was divided into 15,687 cells
with a cell size of 400 m × 400 m. For the Bloom filter size,
it was computed to be 2048 bits such that the false positive
probability is less than 0.01.

B. Experiment Results

For the kNN technique, secret key generation takes 198.4
sec for CCRS and 2.7 sec per user for our scheme considering
the city size of 15,687 cells. Note that all users in CCRS use
the same shared key but in our scheme each user has a unique
key. That means the key generation time in our scheme is
less than that of CCRS when the number of secondary users
is below 75. Although our scheme needs more time when the
number of users is greater than 75, keys are generated one time
and used for a long time. For encryption, the computation of
an encrypted request takes 1.256 sec for CCRS and 0.145 sec
for our scheme. Our scheme needs less time because in CCRS
all the ride-sharing cells are represented in the encryption of
the trip data while in our scheme only the route’s cells are
added to the Bloom filter to be encrypted and the size of the
Bloom filter is much less than the vector size in CCRS.

Fig. 4 gives the search time versus the number of requests
when the primary user wants to share rides with only one
secondary user or with three secondary users. We also as-
sumed that the primary user requirements for ride-sharing are
MP/MD, MP/RD, and MP/ED in order. We run the experiment
30 times and average results are reported. The figure shows
that the search time in our scheme is only 50% of the search
time of CCRS for 50 requests. For 150 and 300 requests,
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our scheme can reduce the search time by 60% and 65%,
respectively. The reason for the reduction is that in CCRS
all the 15,687 cells must be represented in the pick-up, drop-
off and route vectors with 15,687 bits for each vector while
in our scheme only the cells of pick-up/drop-off and routes
are represented in Bloom filters with a small size, 2048
bits, compared to the total number of cells. Consequently,
CCRS requires more inner product operations to match users’
encryptions to organize rides. The figure also shows that the
search time for CCRS increases at a rate higher than that of
our scheme resulting in more search time improvement while
increasing the secondary users’ request. Furthermore, given
the same number of secondary users and the same scheme, the
search time to find three users is very close to that of finding
one user. This is because when searching for matches in the
first ride-sharing case, we also create a short list for requests
that match the pick-up time and location of the primary user
to be used for future search. Thus, we search only this short
list to find users who match the remaining ride sharing cases.

Fig. 5 gives the communication overhead versus the city
size for CCRS, our scheme with 0.1 and 0.01 false positive
probabilities. As shown in the figure, for small cities (≈4000
cell/city), both schemes have close communication overhead.
However, the communication overhead of CCRS increases
linearly with the city size while our scheme maintains almost
a fixed overhead. This is because in CCRS all the city cells are
represented in binary vectors before encryption even if most
of theses cells are not pick-up, drop-off or route cells whereas
increasing the city size almost has no impact on the commu-
nication overhead of our scheme since only pick-up, drop-off,
and route cells are injected to the Bloom filter. The figure also
shows that less false positives rates require more overhead
because the size of the Bloom filter is increased to obtain
lower false positive probabilities. However, the communication
overhead required in our scheme is still much less than that of

CCRS. These results suggest that for small ride-sharing areas,
both scheme can be used as the difference between the total
number of cells and the Bloom filter size is very small which
makes both schemes perform almost similar, but for large ride
sharing areas, our scheme outperforms CCRS.
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VI. CONCLUSION

In this paper, we proposed a privacy-preserving ride-sharing
organization scheme for AVs in large cities. Unlike CCRS
scheme, the proposed scheme is much more efficient because
the trip’s data is represented in a shorter number of bits. It is
also more secure as each secondary user uses his own key to
encrypt his trip’s data instead of using one key shared with all
users. The proposed scheme can also prevent linking of the en-
cryptions of the trip’s data sent at different times because users
frequently update their keys efficiently. Our privacy analysis
demonstrated that the proposed scheme can achieve users trips’
data privacy. Our experiments results demonstrated that our
scheme much outperforms CCRS regarding the computation
and communication overheads, e.g., it can reduce the search
time by more than half compared to CCRS.
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