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Texas Instruments, ARM, and Trusted Logic agreed to develop ARM TrustZone technology-optimized security software.  This software will provide consumers with a more secure environment for electronic transactions such as mobile banking, e-commerce and digital rights management using ARM Powered mobile phones, payment terminals, set-top boxes and other consumer devices.

ARM is the industry's leading provider of 16/32-bit embedded RISC microprocessor solutions. The company licenses its high-performance, low-cost, power-efficient RISC processors, peripherals, and system-on-chip designs to leading international electronics companies. ARM also provides comprehensive support required in developing a complete system. ARM's microprocessor cores are rapidly becoming a volume RISC standard in such markets as portable communications, handheld computing, multimedia, digital consumer and embedded solutions.

This new security software coupled with the ARM TrustZone technology will also protect against common hardware attacks and frauds such as mobile phone security codes being overwritten.  If these codes are overwritten, it means operators lose revenue and ultimately increases the cost to mobile phone users.

ARM TrustZone technology is a key enabling technology, targeted specifically at securing consumer products such as mobile phones, PDAs, set top boxes, or other systems running open Operating Systems such as Symbian OS, Linux, and Windows CE.  TrustZone technology ensures reliable implementation of security critical applications and services such as network virus protection, Average Revenue Per User increase through mobile content, m-commerce transactions and the protection of user secrets such as keys.

ARM is delivering its TrustZone technology in response to industry demands for greater levels of security in a range of digital electronic devices such as set-top boxes, next-generation smart phones, and payment and network equipment.  To date, manufacturers have had difficulty delivering on the promises of security and reliability in these devices where the download and execution of potentially harmful rogue data and applications can infect the device.

ARM TrustZone technology is implemented within the microprocessor core itself, enabling the protection of on and off-chip memory and peripherals from software attack.  Since the security elements of the system are designed into the core hardware, security issues surrounding proprietary, non-portable solutions outside the core are negated.  In this way, security is maintained as an intrinsic feature at the heart of every device, with minimal impact to the core area or performance, enabling licensees to build any desired additional security features, such as cryptography, onto a secure hardware foundation.

A new mode, ‘secure monitor,’ within the core acts as a gatekeeper and reliably switches the system between secure and non-secure states.  When the monitor switches the system to the secure state, the processor gains additional levels of privilege to run trusted code.  It can then handle tasks such as authentication, signature manipulation and the processing of secure transactions.

“TI was the first to include hardware security features in the latest generation of chipsets.  ARM TrustZone technology is a step in TI’s integrated processor security strategy as we continue to address increasing security threats faced by phone manufacturers, mobile operators and content providers,” said Paul Werp, marketing director for TI’s cellular systems. (Texas Instruments Collaborates With ARM as Part of Its Industry-Leading Silicon-Based Security Solution, paragraph 3).

“As we enter a constantly connected world, the requirement for a secure environment for personal and professional information becomes more critical.  As a company innovating new wireless platform technologies, TI has recognized that a true, secure environment must begin at the microprocessor core,” said Mike Inglis, executive vice president, marketing, ARM. (Texas Instruments Collaborates With ARM as Part of Its Industry-Leading Silicon-Based Security Solution).

As phone theft has become a growing problem, securing information stored and protecting a phone’s identity has become even more critical.  Software security vulnerability can result in profitable theft of reprogrammable phones, illegal upgrades and network switching, and network vulnerability.  TI is leading the market in addressing the handset security need with a silicon-based security solution.  The ARM TrustZone technology will help expand TI’s leadership position by providing more handset protection as new applications emerge.

ARM TrustZone technology complements TI’s wireless system solutions technology to support wireless network protection from malicious attack and to help secure e-commerce transactions, downloadable applications, games and media content.  TrustZone technology also enables protection of code and data across the entire memory architecture.  There are 2 CPUs that incorporate the ARM TrustZone technology, enhancing security in portable consumer devices using open operating system applications, such as smart phones, PDAs and other wireless devices.

In conclusion, TrustZone technology is a telecommunications device that helps other telecommunications devices, such as smart phones, to be more secure by allowing a secure connection between the telecommunications device you are using and the telecommunications device someone else is using.
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Questions about ARM Trustzone:  A New Telecommunications Device

1. What type of system does Trustzone provide a secure foundation for?


A. Real Systems 



B. Operating Systems


C. Neural Systems



D. User Systems

2. What was the first company to include hardware security features in the latest chipsets?


A. IBM




B. Microsoft


C. Texas Instruments 


D. Linux

3. Where does a true secure environment begin?


A. Monitor



B. Microprocessor core


C. Internet connection


D. Norton Antivirus

4. Trustzone will provide a more secure environment for transactions in which of the following?


A. Mobile banking



B. e-commerce


C. Digital rights management

D. All of the above

5. Who manufactures Trustzone?


A. ARM




B. LEG


C. Microsoft



D. Apple

6. What acts as a gatekeeper in switches between secure and non-secure states?


A. Virus monitor



B. Antivirus monitor


C. Secure monitor



D. Transaction monitor

7. Trustzone technology was developed because of industry demands in which of the following        electronic devices?


A. Set-top boxes



B. Next-generation smartphones


C. Payment and network equipment
D. All of the above

Answers:

1. B

2. C

3. B

4. D

5. A

6. C

7. D

